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Pacnpeneﬂelme YaCO0B TUCHHUIIMHBI IO CeMeCTpaM

Cemectp
(<Kypc>.<CemectpHa| 7 (4.1)

Kypee>) Hroro

Henens 17 2/6

Bup zansTuii vin | pn | vm Pl

Jlexrm 32 132 |32 |32
JlaGopaTopHbie 32 |32 |32 |32
HWroro ayn. 64 |64 |64 |64
KonrakTnas pabora 64 |64 |64 |64
Cam. paboTta 53 |53 |53 |53
UYacel Ha KOHTPOITh 27 |27 |27 |27
Htoro 144 |144 | 144 | 144
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1. IIEJIM OCBOEHUM A TUCHUTIJIMHBI

1.1

(hopMupoBaHue 3HaHUH 00 OCHOBHBIX MOJIOXKEHHUAX TEOPHH M MPAKTUKU HHGOPMALMOHHOM 6€3011aCHOCTH; YMEHU
IIPUMEHATH COBPEMEHHBIE METO/IBI M CPEACTBA 3aIUTH HH(OPMAIHN B BEIYUCIHTEIBHBIX CHCTEMAaX U CETSAX; KOMITeTCHIIIH
B 0071aCTH pa3paboTKU U MCIOIb30BAHUS CPEACTB 3AIUTHl KOMIBIOTEPHOI nH(OpMaIiy B mpouecce ee 00pabdoTKH,
Tepenavd ¥ XpaHeHNs B HHYOPMAIOHHBIX CHCTEMaX y CTYACHTOB MPOQHIIS MOATOTOBKH — BRIYMCINTENHEIE MAIIHEL,
KOMIIJIEKCHI, CHCTEMBI U CETH.

2. MECTO JUCHUIIIMHBI B CTPYKTYPE OOII

Hukn (pazgen) OOIT: b1.B.01

2.1

TpeGoBanus K NpeIBapUTEIbHON MOATOTOBKE 00y4aIOLIErocs:

2.1.1

Nudopmaruka

2.1.2

OOBEKTHO-OPUEHTHPOBAHHOE MTPOrPAMMUPOBAHUE

2.2

JuCIHMNINHBI M TPAKTHKH, JIs1 KOTOPHIX 0CBOEHHE TAHHOM TUCIMIUTMHBI (MOIYJI51) HEOOX0IMMO KaK
npeaiecTBywuiee:

221

BesonacHocTs 0a3 TaHHBIX

3. KOMIIETEHIIUA OBYYAIOHIETI'OCs1, @OPMUPYEMBIE B PE3YJIbTATE OCBOEHUS JUCIIMITJINHBI

(MOJIYJISA)

IIK-4.1: lemoHCcTpUpYyeT 3HAHUSI METOAOB M TEXHOJIOTHI o0ecnieyeHus (PYHKIIMOHMPOBAHUS 0a3 TaHHBIX

IIK-4.2: Pa3pabaTbiBaeT aJropuTMbI NpeAoTBPallleHUe MOTePb U MOBPEKAEHUH JaHHBIX

IIK-4.3: O6ecnieynBaeT MHPOPMALUOHHYIO 6€30MACHOCTH

IK-11.1: leMoHCTpUPYeT 3HAHUS MeTOJ0B AHAIM3Aa TPeOOBAHMIi K IPOrPAMMHOMY 00ecIe4eHHI0

IIK-11.2: [IpuMensieT Ha NPAKTHKE METOABI OPraHU3ANHMH Pa00ThI 10 IPOEKTHPOBAHMIO TPOTPAMMHOI0 O0ecTeYeHus

IIK-11.3: IIpoexTHpyeT NPOrpaMMHoOe odeceyeHue

B pe3yiabTare 0CBOeHHS IMCHUILIMHBI 00y4alOLIuiics J0/KeH

3.1

3HaTh:

3.1.1

MaremaTH4yecKue OCHOBBI KpUnTorpaduu, OpraHu3alliOHHbIE, TEXHUYECKUE U IPOrPAMMHBIE METO/IbI 3aLIUTHI U aHATIHU3a
“HQOPMALUH B COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEMAX,CeTAX, IIPOrpaMHOro odecnedeHus, 0a3 TaHHBIX, CTAaHIAPTHI,
MOZENU U METObl MU(POBAHUS, METObI UICHTH()UKALIUY [0Ib30BATENCH, METOBI 3aIUThI IIPOIPAMM OT BUPYCOB,
OCHOBBI HH(PACTPYKTYPBI CUCTEM, TIOCTPOCHHBIX C HCIIOIB30BAaHHEM IMYOJIHYHBIX U CEKPETHBIX KIIOYEH,
(GyHKIIMOHUPOBaHUA 0a3 JaHHBIX U IPOEKTHPOBAHUIO IPOrPAMHOI0 00ECIICUEHUS;

3.2

YMmerh:

3.2.1

YMeTh NpUMEHSTh U3BECTHEIC, a TAKKe Pa3apadaThIBATh METOJIBI U CPEICTBA MOUICPKKH HH(POPMAIMOHHOH 0€30MacHOCTH
B KOMIIBIOTEPHBIX CUCTEMAX JUIsl IIPEIOTBPALICHHS TOTEPh M MOBPEKCHHI JAHHBIX, [IPH IPOSKTUPOBAHUH IPOTPAMHOTO
obecriedeHus ¢ coOIoieHneM TpeOoBaHMi HHPOPMAIIHOHHOI 6e3011acHOCTH.

4. CTPYKTYPA U COJAEP KAHUE JUCHUIIJIMHBI (MOY JIS)

Kopn

3AHATUA 3aHATHSA/ KV[)C U

HaumenoBanue pasaenos u tem /Bua | Cemectp/ | Yacos | Komneren- | Jlureparypa IIpnmeyanue




Paznen 1. UndopmanuoHHas
0e30macHOCTb. OCHOBBI.

1.1 Hudopmannonnas 6e3onacHocTs. OCHOBBL. 2 MK-4.1TIK- | JI1.1 JI1.2
/JTex/ 11.1 JI1.3711.4
JI1.5J12.1 J12.2
2.3
31032
1.2 Hudopmanmonnas 6e3onacHocTs. OCHOBBL. 3 NK-4.1TIK- | JI1.1 JI1.2
/J1ab/ 42T1IK-4.3 JI1.3J11.4
TK-11.1TIK | JT1.5J12.1 J12.2
-11.2 TIK- 23
11.3 51092
1.3 Cpasnenue yrpo3 /Cp/ 7 MK-4.1TIK- | JI1.1 J11.2
4.2 TIK-4.3 J1.37111.4
TK-11.1TIK | JI1.5J12.1 J12.2
-11.2 TIK- J12.3713.1
11.3 3132
Paznen 2. be3onacHoCTh COBPeMEHHBIX
ceTeBbIX TeXHOJIOTHii.
2.1 be3onacHOCTb COBPEMEHHBIX CETEBBIX 4 IK-4.1TIK- | JI1.1J11.2
texHosorud. /JIex/ 11.1 JI1.3J11.4
JI1.5J12.1 J12.2
2.3
35132
22 be3onacHOCTh COBPEMEHHBIX CETEBBIX 4 MK-4.1TIK- | JI1.1 J11.2
texHosoruid. /J1a6/ 421IK-4.3 JI1.3J11.4
TIK-11.1TIK | JT1.5J12.1 J12.2
-11.2 TIK- J2.3
11.3 51092

23 00630p myOIHMKAaLHii 10 COBPEeMEHHBIX 6 NK-4.1TIK- | JI1.1 JI1.2

ceTeBbIX TexHosorusM /Cp/ 4.2 TIK-4.3 JI1.3J11.4

TK-11.1TIK [ JI1.5J12.1 J12.2
-11.2 TIK- J12.3713.1
113 31032

Paznen 3. Mertoanl odecnedeHust

HH(OPMALMOHHOI Ge30nacHOCTH

HH(OPMALMOHHBIX

pecypcoB.

3.1 Mertoabl obecnieueHuss THPOPMALTUOHHON 4 TIK-4.1 ITK- JI1.1 JI1.2
6e30macHOCTH HH(POPMALTMOHHBIX 11.1 JI1.3J11.4
pecypco. /Jlex/ JI1.5712.1 J12.2

2.3
31032

32 Mertonp! obecnieueHuss HHGOPMAITIOHHON 7 MNK-4.1TIK- | JI1.1J11.2
0e30macHOCTH HH(OPMAIIHOHHBIX 421IK-4.3 JI1.3711.4
pecypcos. /Cp/ TK-11.1TIK | JI1.5J12.1 J12.2

-11.2 TIK- J12.3713.1
11.3 21032

33 Mertonp! obecrieueHus nHGOPMAIOHHON 4 MK-4.1 TIK- | JI1.1 JI1.2
6e3omacHOCTH HH(OPMALIMOHHBIX 4.2 TIK-4.3 JI1.3J11.4
pecypcos. /J1a6/ TK-11.1TIK | JI1.5J12.1 J12.2

-11.2 TIK- J2.3
11.3 01032
Paznen 4. Kpuntorpaguueckue MeToabl
3aUIUThI HHpOpPMAUU

4.1 Kpunrorpaduieckue MeTO bl 3aLUTHI 12 TIK-4.1 ITK- JI1.1 JI1.2

unpopmanuu /Jlex/ 11.1 JI1.3J11.4
JI1.5J12.1 J12.2
2.3

0102




42 Kpunrorpaduueckue METOAbI 3aIUThI 12 MK-4.1TIK- | JI1.1J11.2
uHpopmaruu /J1a6/ 4.2 1IK-4.3 JI1.3J11.4
MK-11.1TIK | JI1.5J12.1 J12.2
-11.2 TIK- J2.3
11.3 51092
43 [IpuknasHOE UCTIONB30BAHUE 7 MK-4.1TIK- | JI1.1 J11.2
kpuntorpagpuueckoro ITO unpopmanuu 4.2 TIK-4.3 J1.3J11.4
/Cp/ IK-11.1TIK | JI1.5J12.1 J12.2
-11.2 TIK- JI2.3J13.1
113 3132
Pazgen 5. Mertoanl u cpecTBa 3alIUThI
uH(pOPMAIIHH B MIePCOHAIBLHOM
KOMINIBIOTEPEe H KOMIIBIOTEPHBIX CeTX
5.1 Mertop! ¥ CpeACTBa 3aUTHI HHOPMaLUU 3 IK-4.1TIK- | JI1.1JI1.2
B MIEPCOHAIILHOM KOMITBIOTEPE U 4.3TK-11.1 JI1.3J11.4
KOMITBIOTEPHBIX ceTsix /JIex/ JI1.5J12.1 J12.2
J2.3
3192
5.2 MeTobl ¥ CpeICTBA 3alUTHI HH(OpMALIUU 4 I1K-4.1 IIK- JI1.1 J11.2
B MIEPCOHAIILHOM KOMITBIOTEPE U 4.2 TIK-4.3 JI1.3J11.4
KOMIIBIOTEPHBIX ceTsx /J1ab/ MK-11.1TIK | JT1.5J12.1 J12.2
-11.2 TIK- 2.3
11.3 351092
53 MeTobl ¥ CpeICTBA 3aLUTHI HH(OpMALIUU 12 I1K-4.1 IIK- JI1.1J11.2
B MIEPCOHAIILHOM KOMITBIOTEPE U 4.2 1IK-4.3 JI1.3J11.4
KOMITBIOTEpHBIX ceTsix /Cp/ MK-11.1TIK | JT1.5J12.1 J12.2
-11.2 TIK- J2.3
11.3 5192
Paznen 6. DnekTponHo-uugpoBasi
MOANNCH
6.1 OnexrpoHHO-1IH(poBast moanuck /JIex/ 4 MNK-4.1TIK- | JI1.1 J11.2
11.1 J1.3J11.4
JI1.5J12.1 J12.2
2.3
3152
6.2 OnexrpoHHO-1M(poBas moanuck /J1ad/ 3 IIK-4.1TIK- | JI1.1J11.2
4.2T1IK-4.3 JI1.3J11.4
NK-11.1TIK | JT1.5J12.1 J12.2
-11.2 TIK- J2.3
11.3 51092
6.3 DnekTpoHHO-IIU(poBas moamuch /Cp/ 7 NK-4.1TIK- | JI1.1 JI1.2
4.2 TIK-4.3 JI1.3J11.4
NK-11.1TIK | JI1.5J12.1 J12.2
-11.2 TIK- JI2.3J13.1
11.3 5132
Pazgen 7. UngpacTpyKTYypa OTKPBITBIX
KJII0uei
7.1 UndpactpykTypa OTKpHITHIX Kimtouei /JIex/ 3 NK-4.1TIK- | JI1.1 J11.2
11.1 TIK- J1.3J11.4
11.3 JI1.5J12.1 J12.2
mn3
01032
72 Wudpactpykrypa OTKpBITHIX KitoueH /J1ab/ 2 IK-4.1 TIK- | JI1.1J11.2
4.2 TIK-4.3 J1.3J11.4
MK-11.1TIK | JI1.5J12.1 J12.2
-11.2 TIK- J2.3
11.3 51092
73 Wudpactpykrypa oTKpbITHIX Kitouei /Cp/ 7 MNK-4.1 TIK- | JI1.1 J11.2
4.2 TIK-4.3 JI1.3J11.4
MK-11.1TIK | JI1.5J12.1 J12.2
-11.2 TIK- J12.3J13.1

11.3

0102




7.4 /KouTtp.pab./ 7 13 | TIK-4.1 TIK- | JI1.1 J11.2 JI1.3
4.2 TIK-4.3 | J11.4 J11.5J12.1
TK-11.1TIK|  J12.2 J12.3
-11.2 TIK- 2132
113
7.5 /Ix3amen/ 7 14 | IIK-4.1 TIK- | JI1.1 J11.2 J11.3
42TIK-4.3 | JI1.4 J11.5J12.1
MK-11.1TIK|  JI2.2J12.3
-11.2 TIK- 2132
11.3

5. OIEHOYHBIE CPEJICTBA

5.1. OueHo4HbIe MATEPUABI A1 TEKYIIero KOHTPOJISI M IPOMEKYTOYHOM aTTecTaluM

HpeHCTaBJ'IeHI)I OTACJIbHBIM JOKYMEHTOM

5.2. Oueﬂoqnue MaTepHAJIBI 1JI1 THATHOCTHYCCKOI'0 TCCTHUPOBAHUSA

HpeHCTaBJ'IeHI)I OTACJIbHBIM JOKYMEHTOM

6. YYUEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHHWE JUCHUIIJIMHBI (MOAYJISA)

6.1. Pexomenayemas jutepaTypa

6.1.1. OcHoBHasi IMTEpaTypa

ABTOpBI, COCTaBUTENN 3arnaBue MznatensctBo, rog | Komnu-Bo
JI1.1 |Mensnukos B. I1,, WudopmaronHas 6€30MacHOCTb U 3aIUTa HHHOPMALIUHU: M.: Akaznemus, 2011 15
Kneiimenos C. A., yaeOHOoe ocodue st CTYACHTOB BBICIINX YYEOHBIX 3aBEICHUM,
[lerpakos A. M. o0ydJaromuxcst o crenuansHocty "MHbopManuoHHbIe
CHUCTEMBI U TEXHOJIOTUH"
JI1.2 |Bapanoga E. K., babam | TudopmannorHas 6€30macHOCTD U 3aluTa HH()OPMAIIHH: Mocksa: 1
A. B. VYuebHoe nocobue Usnarensckuii
entp PUO[2017,
DNIEKTPOHHBIN
pecype
JI1.3 |llansrun B.®. WNudopmanmonHas 6€30MacHOCTb U 3a1UTa HHPOPMAITUH: Caparos: 1
yueOHoe mocodue IIpodobpasopanue,
2017, DneKkTpOoHHBIN
pecypc
JI1.4 |Bapanosa E.K., babau |PH(popManmonHas Ge30nacHOCTb 1 3aiyTa HHGOPMALIHAN: Mocksa: § 1
AB. VYuebHoe nocodue 3naresnsckui LenTtp
PPO(2019,
DJIeKTPOHHBII
pecypc
JI1.5 |ernoB A. 1O., 3amuTa nHGOPMALUH: OCHOBBI TEOPUH: Y UeOHHK Mocksa: 1
[lernos K. A. 3natenbcTBo FOpaiir,
2020, DnexTpoHHBIH
pecype
6.1.2. lonotHuTe IbHAS JIMTEPATypa
ABTOpBI, COCTABUTENHN 3arnaBue M3natensctBo, rog | Konnu-Bo
JI2.1 |XKyx A.II., Xyk E. I1., | 3amura uadopmanuu: YdaeGHOe mocodue Mocksa: 1
Jlenemkun O. M., Wsnarenbckuii
Tumomkus A. 1. Lentp PUO[2015,
DIIEeKTPOHHBIN

pecype




ABTOpBI, COCTABUTENN 3arnaBue WznarensctBo, rox | Komuu-Bo

J12.2 |XopesIl. b. IIporpammHo-annapartHas 3amuTa HHGopMauu: YuedHoe Mocksa: 1
rocobue MznarenscTBO
"®OPYM", 2015,
DNEeKTPOHHBIN
pecypc
JI2.3  |Kpamapos C.O., Kpunrorpadudeckas 3ammra nadpopmanun: YuebHoe mocobne |Mocksa: 1
Tumenko E.H. W3 narensckuit
Lentp PUO(2018,
DJEeKTPOHHBII
pecypc
6.1.3. MeTtoanueckue pa3padoTku
ABTOPBI, COCTAaBUTENH 3aryaBue HsnarensctBo, rox | Koanu-Bo
JI3.1 |bonpmakos A.C., Mertoandeckue yka3aHus M KOHTPOJIbHBIE 3aJaHUsI TIO Mockga: 1
Pexe6 T.5.K. nmucuuIuinHe MHKeHepHo-TeXH1uecKas 3amuTa nHpopmanuu: | MockoBekuit
y4eOHO-MeToANYeCcKoe rocodue TEeXHUYECKUIH
YHHUBEPCHUTET CBSI3U
1 UH)OPMATUKH,
2013, DneKTpoHHbIH
pecypc
6.2. [lepeuens pecypcoB HH(POPMALUOHHO-TEJIEKOMMYHUKAUOHHOI ceTn ""UnTepner"
31 [«Xabpaxabp» [Daekrponnslit pecypc]. — 201-. — Pexxum noctyma: http://habrahabr.ru/, cBoboHBI. — 3ari. ¢ 9KpaHa.
32  |«SecurityLaby [DaexrponHslii pecypc]. — 201-. — Pexxum poctymna: https://www.securitylab.ru/, cBo6oansIii. — 3ari. ¢
DKpaHa.
6.3.1 [lepeyenb NporpaMMHOro odecnedeHust
6.3.1.1] Onepanumonnas cuctema Windows
6.3.1.7 [Taker nporpamm Microsoft Office
6.3.2 llepeuyenn uHGOPMANMOHHBIX CIIPABOYHBIX CHCTEM
6.3.2.1 I"'apanT-uHOPMAIIMOHHO-TTPABOBOM mopTail. http://www.garant.ru/
6.3.2.7 Koncynbrantlitoc —HanexxHast mpaBoBasi noaznepskka. http://www.consultant.ru/
7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MOIYJIS)
7.1| YueOnas ay muTopus 11 TPOBEICHHS 3aHATHI JICKIIMOHHOTO TUITA, 3aHATHIH CEMHUHAPCKOTO TUIA (J1Ta00paTOPHBIX 3aHATHH),
TPYNIOBBIX U MHAUBUAYAJIbHBIX KOHCyJ’leaHHﬁ, TCKYLICTO KOHTPOJIA U HpOMC)KyTO‘IHOﬁ aTTeCTalHuu.
7.2| OcHalleHa: KOMIUIEKT CIEHHAIM3UPOBAHHON yueOHOH MeOenu, MapKepHas (MenoBast) 10CKa, KOMILICKT NEPEHOCHOTO

MYJIBTUMEAUIHOTO 000PYyIOBAHHUS - KOMITBIOTEP, IPOEKTOP, MPOSKIIMOHHBIH 9KpaH, KOMITBIOTEPHI C BO3MOYKHOCTBIO BEIXO/A

B IHTEpHET U JOCTYIIOM B 3JICKTPOHHYO HH(POPMAIIMOHHO-00pa30BaTEIILHYIO CPEay.



http://habrahabr.ru/
http://www.securitylab.ru/
http://www.garant.ru/
http://www.consultant.ru/

