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AKTyambHOCTB MPOOJIEMBI 3alIUTHI HH(OPMAIIHH.

OcHOBHBIE (haKTOPBI MOBBILIEHUS YSI3BUMOCTH UH(OPMALIHH.

IIepeuncnutb pUCKHU B IPOMBIIUICHHOCTHU CBsA3aHHbIe ¢ 1T.

AKTyanbHOCTb 3allUThl MH()OPMAIUH, CBI3aHHON C COCTAaBOM U ()YHKIIMOHAJIbHBIMU
BO3MOYKHOCTSIMU COBpeMeHHBIX UT.

OcHoBHbIE TOHATHS UHGHOPMAITMOHHON O€30MTaCHOCTH.

VY S3BUMOCTH BBIYMCIUTEIBHBIX CUCTEM, CBSI3aHHbIE ¢ (PU3NUECKUMU MPOLIECCaAMH,
HPOTEKAIOIUMH B HUX.

VY s13BUMOCTH MH(DOPMAITMOHHBIX U BEIYUCIUTEIBHBIX CUCTEM, CBSI3aHHBIE C CHICIIM(PUKOI
peanu3any MaTeMaTHYECKUX U JIOTMYECKUX BBIYMCICHUH.

WNudopmannonHslie pecypchl coopa nHPOpMaLnu 00 yA3BUMOCTSAX U PUCKAX
MH(QOPMALMOHHBIX Y BBIYUCIUTEIBHBIX CUCTEM.

[lepeuncnure ocHOBHBIE 3aKOHBI PD cBsi3aHHBIE ¢ MHPOPMALIMOHHOM 0€30MacHOCTHIO.
OcHoBHbIe noNI0OXkeHusT PenepanbHoro 3akona Nel49.

OcHoBHble nonoxeHuss OenepanbHoro 3akoHa Nel52.

CriocoObl ¥ IOJXO/1bI K TOMCKY OCHOBHBIX 3aKOHOZATENbHBIX akTOB P B 0bnactu
3amUThl UHHOPMALIUH.

[lepeurcanTh pUCKH BO3ZHUKHOBEHUS MPOOIJIEM 3aIUThl HHPOPMALIUU IPU
IPOEKTHPOBAHUH U Pa3pabOTKe HHYOPMAITMOHHBIX U aBTOMATH3UPOBAHHBIX CHCTEM.
[Tpo6aembr coopa, 00pabOTKH 1 MpeACTaBICHUS HH(POPMAIIUK C yI€TOM COBPEMEHHBIX
TpeboBaHui HMH(OPMAITMOHHON 0€30MacCHOCTH Ha BCEX YPOBHSX )KM3HEHHOTO ITUKIIA.
CucTeMsbl 3alUTHI OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA B ONIEPALMOHHBIX CUCTEMAX U
JIOKQJIBHBIX CETAX Nepeladu JaHHBIX.

[TomuTuku 6€30MacHOCTH.

Opranu3zanus CEKpeTHOTO AIONPOU3BOICTBA U MEPONPUATUIN O 3alIUTE HHPOPMAIUH.
[TporpaMMHO-TEXHUYECKHE METOBI M CPEJICTBA 3aIUTH HH()OPMAITUH.




19. HporpaMMHo-annapaTHHe MCTOABI U CPCACTBA OIrPaHUYCHUA JOCTYIIa K KOMIIOHCHTaAM
KOMIIBIOTEPA.
20. MeTOI[I)I " IOAXO0Abl UCCIICAOBAHNA IJIA BBIABICHHUA PUCKOB.

Tunoevie memot 015 peghepamog (¢ n0020MOBKOI 00KNAOA U NPE3CHMAUUU):

1.  AxTyanpHOCTb poOJIeMBbl 3aUThl HHpopMau. OCHOBHBIE (PAKTOPHI MOBBILICHHUS
ySI3BUMOCTH MH(OpMay. PUCKU B TPOMBIIIUIEHHOCTH.

2. OcHoBHbIE MOHATHUS HH(OPMaITMOHHON O6e30nmacHocTU. Poccuiickoe 1 MexIyHapoJHOe
3aKOHOJATEJIbCTBO.

3. Poccuiickoe 3aKOHOIATEIBCTBO MO 3AIINUTE UHOOPMALIMOHHBIX TEXHOJIOTHIA.
HopmarusHo-1ipaBoBasi mH(popMarus.

4. CucreMsl 3alMTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA B ONEPAL[MIOHHBIX CUCTEMAX U
JIOKAJIbHBIX CETAX Meperayu JaHHBIX.

Mertoabl 1 cpencTBa 3auThl HHGopManuu B Internet.

[Tonutuky 6e30MacHOCTH.

Opranuzanusi CeKpeTHOro JeJI0MPOU3BOJICTBA U MEPONPUATHIA O 3alUTe HHPOPMALIUH.
[TporpaMMHO-TEXHUYECKHE METOBI M CPEJICTBA 3AIUTH HH()OPMAITUH.
[TporpammHoO-anmnapaTHbIE METOJIbI U CPEACTBA OIPAaHUUEHUS JOCTYNa K KOMIIOHEHTaM
KOMIIBIOTEpA.

10. I'enepanus nceBaocIydaiiHbIX MOCIEI0BATEIBHOCTEH YHCEN B CUCTEMAX 3aIlUThI
UHpOpMaLINH.

11. Amepukanckuii cranaapT mudposanus AaHHbeIX DES.

12. OtreuectBennslii ctangapt mudppoBanust qaHabx (TOCT 28147-89).

13. Anroputm mudposanusa Auddu-Xenamana.

14. OnHoHampaBICHHBIE XAMI-()YHKIIHAH.

15. DnexTpoHHas 1udpoBast MOIMUCH

16. Ilpumenenne GyHKIHMNA XSITMPOBAHUS B HICHTH()HUKALINU U TPOBEPKE MOUTHHHOCTH.
17. Anroputmsr MDS5, SSH.

18. OcHOBHBIE (DYHKIHIA MEKCETEBBIX SKPAHOB ISl (PUIBTpAIIMK COOOIICHUIN M 3aI[UTHI
uH(pOpMaLUH.

19. 3ammra OT 0TJIaOK U 1U3acCEMOIMPOBAHHUS.

20. Cnoco0bl BCTpauBaHMs 3allIUTHBIX MEXAaHU3MOB B IIPOrpaMMHOE 00ecTiedeHue.

21. Meroapl iepexBaTa v HaBS3bIBAHHS HH()DOPMAIIHH.

22. Mertonbl BHEAPEHUS POTrPaMMHBIX 3aKJIAJIOK.

23. KommnbroTepHbIe BUPYChI KaK 0COOBIH KJIacC pa3pylIalouX MPOrpaMMHBIX BO3JICHCTBUH.
24. 3ammTa OT pa3pylIAONIMX MPOrPaMMHBIX BO3AECHCTBUI.

25. Knaccuduxarus cucteM 3aluTbl HocUTenel nHGOpMaLnu.

26. Metozpl ¥ CpeaCTBa 3aLUTH HOCUTEIEH HHPOPMALIUK.

27. Buasl ”HOPMAIMOHHKIX pecypcoB. CriocoObl 3auThl HHYOPMAIIHOHHBIX PECYPCOB OT
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

28. CrocoObl 3amuThl HHPOPMAITMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
29. OcHOBHBbIE BUIbI aTaK Ha MPOTOKOJIBI Ay TEHTU()UKALIUH.

30. Bompocs! 3a1MThI aBTOPCKOTO MpaBa (MMYIIECTBEHHbIE U HEUMYILIECTBEHHBIE ITpaBa).

W W

Tunoevie 60NPOCHL K IK3AMEH):

1. AkrtyanbHOCTH TpoOieMbl 3amuThl HHPopManuu. OcHOBHbBIE (DAKTOPBI MOBBIICHUS
YSI3BUMOCTH HH(POPMAaIUH. PHCKH B IPOMBIIIIICHHOCTH.

2. OcHoBHble  TOHATUS  MHPOpPMAaLMOHHOW  Oe3omacHocTH.  Poccuiickoe  u
MEKIyHApOAHOE 3aKOHOIATEIbCTRO.
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Poccuiickoe 3akOHOIATENbCTBO MO  3alIUTE HMHMOPMAIMOHHBIX TEXHOJOTHUH.
HopmartuBHo-1ipaBoBasi HH(popmMarus.

CucTteMbl 3aIIMTHl OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIIA B ONEPALIMOHHBIX CUCTEMAX U
JIOKAQJIBHBIX CETAX Mepelayu JaHHBIX.

MeTo/bI 1 CpeIcTBa 3alUThl HHpOopMaIuu B Internet.

[TomuTrky 6€30MacHOCTH.

Opranuzanus CEKpPETHOTO JEJIONPOM3BOACTBA W MEPOINPHUATHI 1O  3aluTe
uH(pOpMaIIUH.

[IporpaMMHO-TEXHUYECKHE METO/IbI U CPE/ICTBA 3ALUTHI HH(POPMALIUH.
[IporpaMMHO-anmapaTHple  METOABI M CpPEACTBA OTPaHUYEHUs JOCTyNa K
KOMIIOHEHTaM KOMIIbIOTEPA.

Pa3zpaboTka mporpaMMHOro MakeTa CHUCTEMbI IIHM(POBaHUS HH(POPMAILMU METOIOM
Bepnama.

I'eHepanys nceBIOCIy4YalHBIX IOCJIENOBATEIBHOCTEN 4YHMCEI B CHCTEMax 3allUThI
UHpOpPMaLINH.

AMepukaHckuit cranaapT mudposanus ganHbix DES.

OteuectBeHHbIN cTangapt mudposanus nanHbeix ('OCT 28147-89).

Anroputm mmdposanus Auddu-Xemnmana.

OpnHoHampaBiIeHHbIE X31I-(YHKIUH.

OnexkTpoHHas nudpoBas NOAMHUCH

[Tpumenenne GyHKINN XEMIMPOBAHUS B HACHTU()UKAUN U IPOBEPKE MOUTMHHOCTH.
Anropurmsel MDS5, SSH.

OcHoBHBIE (DYHKITMI MEXKCETEBBIX SKPAHOB IS (GMIBTPALMU COOOUICHUN W 3alHUTHI
uH(pOpMaIIUH.

3amuTa OT OTIa10K U AU3acceMOIUPOBAHUS.

CrniocoObl BcTpanBaHUS 3allUTHBIX MEXaHU3MOB B IIPOrpaMMHOE 0OecrieueHHe.
Mertoabl nepexBaTa U HaBsI3bIBAHUS HH(POPMALIUH.

MeTtoapl BHEIAPEHHS TPOrPAMMHBIX 3aKJIAJOK.

KommnbroTepHble BUPYCHI Kak OCOOBIH KJacc pas3pylIaloUX MPOTrPAMMHBIX
BO3JICHCTBUI.

3amuTa OT pa3pylIaoIUX IPOrPaMMHBIX BO3JIEHCTBUI.

Knaccudukanus cuctem 3anuThl HOCUTEICH HHGOPMAITIH.

MeTobl 1 CpecTBa 3aIUTHI HOCUTENIEH HH(OPMAITUH.

Bunpl uadopmannonssix pecypcoB. CrocoObl 3ammThl HHPOPMAIIMOHHBIX PECYPCOB
OT HECAaHKLIMOHUPOBAHHOIO JJOCTYTIA.

CrniocoObl 321U Thl HHYOPMALIMOHHBIX PECYPCOB OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.
OcHOBHBIE BUIbI aTAK Ha MPOTOKOJIBI Ay TEHTU()UKAITUH.

OcHOBHBIE IPUEMBI IPEIOTBPAILICHUS aTaK.

Bonpoce! 3a1uTel aBTOPCKOIo IIpaBa (MMYILIECTBEHHbIE U HEUMYILIECTBEHHBIE IIPABA).



