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TunoBblie 3a1aHKsl 1JI KOHTPOJIbHOI padoOThI:

IIpakTnyeckoe 3aganue Ne 1.

3TO MpaKkTUYecKoe 3alaHKie MIOMOKET CTYJCHTaM YIIyOUTh CBOM 3HAHUS O COLUAILHON WHXKECHEPHH,
aHAIIM3WPOBaTh CTAaTHCTUYECKHE JaHHBIE, a TakkKe pa3padaTblBaTh PEKOMEHIAIMH B 00JAacTH
nH(popMarmonHo# 6e3omacHocTH. OHO TakXKe OOYUIUT CTYICHTOB MPAKTHISCKUM HaBBIKAM pa3padOTKH
pEeKOMEHJallMi, OCHOBAHHBIX Ha aHAJIM3€ TaHHBIX

Heas padoTbl — paspabomka pekomenoayutl no nPedomepaujeHur0 COYUAIbHOU UHICCHEPUU.

Iaru BpINOJHEHUSA

AHanu3 CTaTHCTHYECKUX JAHHBIX HCHOJIB:BYS[ I/IH(bOpMaI_II/IIO N3 HaAACKHBIX HCTOYHHKOB,
HU3YUUTEC CTaTUCTUYCCKUEC NAHHBIC O CIIy4dasax COHH&HLHOﬁ HWHXXCHCPHHU, TaKUC KaK obMaH u
MOIMICHHHUYCCTBO, CBA3AHHBIC C I/IH(I)OpMaLIPIOHHOfI 0€30IMaCHOCTEIO. OHpC}IeJ’IHTC Haunboee
pacrnpoCTpaHCHHBIE METOABI U TCHACHIIUH.

Nzyuenne ciydaeB: O3HAaKOMBTECH C pPEAJIbHBIMU CIy4asMH COILHAIBHOM HHXEHEPHH,
KOTOpBIE MOJyYNIIH 3HAYUTENBHYIO OIVIACKY ¥ UMENN 3HAaYMMBIE TIOCIEICTBUS A1 KOMIaHUH
WM nojab3oBareneil. [Ipoananusupyiite, KaKUMH METOJAMH U TEXHUKAaMU 3JI0YMBIIIIICHHUKH
BOCTIOJIB30BAIINCH, U Kakas WH(pOopMaIus Obljla CKOMIIPOMETHPOBAaHA.

Cocrasnenne pekoMmeHaanui: Mcromnap3ys NOIy4YeHHBIE 3HAHUS U aHAIN3HUPYsI CTATUCTHYECKUE
JlaHHBIE, pa3palboTaiiTe peKOMEHIAUU Ul 10JIb30BaTeNel MO MPEeJOTBPALIEHUIO IIPOOIIeM,
CBSI3aHHBIX CO COLMANBHON WHKeHepHeil. OOpalnaiiTe BHUMaHHE Ha Ba)KHOCTb OOYYCHHUS
[epcoHaNa, YCTAHOBKY HAJSKHBIX Mapojei, OCBEAOMJIEHHOCTh O BHIAX arak H
MOJIO3PUTEIBHOM MOBEACHUH, & TAKKE OCHOBHbIC IPUHIIMIIBI O€30I1aCHOCTH.

[IpencraBnenue pesynbratoB: CozfaiiTe 3IEKTPOHHBIM JOKYMEHT WM MpPE3eHTAIlUIo, B
KOTOPBIX TOAPOOHO M3JIOXKHUTE CBOM PEKOMEHJALMHM M TMOJAKpenuTe WX (QakramMu Hu
cTaTuCTUKOW. OOBACHUTE MPOCTHIM W TOHATHBIM SI3BIKOM, MOYEMY KaK[ash pPEeKOMEHIAIUs
Ba)KHA U KaK OHa ITIOMOXET MPeOTBPATUTh MPOOJIEMBI COLIMATbHON HHKEHEPHH.

IIpakTuyeckoe 3aganue Ne 2.

DTO MPaKTHYECKOE 3aJaHhe IIOMOXKET CTyJIeHTaM H3yYWTh Ha TMIPAKTHKE pa3paboTKy IuiaHa
pearupoBaHusi Ha HapylieHHe WH(GOPMAIMOHHOW O€30MacHOCTH M OCO3HATh HEOOXOJAMMOCTH
TOTOBHOCTH K TAKHM COOBITHSM 15l 3P PEKTUBHOTO yIPaBICHUS UHPOPMAIIMOHHON 0€301aCHOCTHIO

Hean pa6oTel — paspabomka niaHa peazupo8aHuss HA CAYYAl HAPYWEHUS UH@DOPMAYUOHHOLU
bezonacHocmu 0Jis. OpeaHU3AyUU.

IIlary BHINOJIHEHHUS

Uzyuenne cxembl pabOThl W BaKHBIX NPOLECCOB opraHuzauuu: lloHumas crneuupuky u
OCHOBHBIE IIeJIM OpPTaHM3aIMU, U3YYHTE CXeMy pabOTBhl M BaXKHBIC MPOLECCHI, CBSI3aHHBIC C
nH(pOpMaIMoOHHOW  Oe3omacHocThio.  OmpenenuTe  BO3MOXKHBIE — BHABI  HapyIICHHN
WHPOPMAITHOHHOH 0€30MTaCHOCTH, KOTOPBIE MOTYT BOSHUKHYTh.

Ananmu3 u knaccudukanus HapymeHuid: [Ipoananusupyite THIMYHbIE HAPYLICHUS, KOTOpPHIE
MOTYT TPOM3OWTH B OpraHU3allM, U KIACCUPUIHMPYHTE HX MO YPOBHIO CEPbE3HOCTH H
KOJIMYECTBY Mojdy4aeMoro ymiepba. OmpenenuTe IIaBHOTO OTBETCTBEHHOTO 32 KaXKIBIH BUJ
HapyIICHNUs.
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e Pazpaborka mmana pearupoBaHus: Ha ocHOBe aHanmm3a W KiIacCH(UKAIUKA HAPYIICHUH,
paspaboTaiiTe IJIaH pearupoBaHUs, BKIIOYAIONIMKA OCHOBHBEIC IIATH U TPOIIECCHI, KOTOPHIC
HEOOXOJMMO BBHITIONHHUTh B CIydae HapyIIEHUS O0E30MAaCHOCTH. Y CTaHOBUTE IICICBBIE CPOKU
JUT KaXJIOTO IIara W OIpeNeIuTe OTBETCTBEHHOCTh. BKIIIOUMTE MEphl MpPEAOTBPALCHHUS U
MEpBbI JJIsl YCTPAHEeHUS TTOCIIEICTBUI HapyIIEHUSL.

e TecrupoBanue 1ana: IlpoBeaute TecTUpOBaHHE Pa3pa0OTAHHOIO IUIAHA PEarupOBAHUS C
MTOMOIIBI0 CHUMYJISIIUK U poJeBblX urp. Onennte 3(QpPeKTHBHOCTH IJIaHA W TPOU3BEAUTE
HEOO0XOAMMBIE KOPPEKTUPOBKH.

e [IpencraBnenue pe3ynbraToB: Co3faiiTe JOKyMEHT WM MPE3EHTALHUIO, B KOTOPBIX MOAPOOHO
M3JIOKUTE pa3pabOTaHHBIM IUIAH pearupoBaHUS HAa HApyHmIeHHe HH(POPMaInOHHOM
6e3omacHocTH. OOBSICHUTE OCHOBHBIE IIAard M IPOIECCHI, a TAKKe PEKOMEHAYyeMBbIE MeEpbI
npenoTrBpameHus. OOcyanTe IaH C KJIIOYEBHIMH 3aMHTEPECOBAHHBIMH CTOPOHAMH H
MOJTyYUTE UX OT3BIB.

Tumnosbie BONPOCHI K 3a4€TY:

Urto Takoe mHGOpMAIIMOHHAS 0€30IaCHOCTh U KaKHe OCHOBHBIC PUHITUIIBI €€ 00ecTIeueHUs?

Kaxwne ocHOBHBIE Yyrpo3bl HHOOPMAITMOHHON 0€30MTaCHOCTH CYIIECTBYIOT?

Uro Takoe ySI3BUMOCTH MH()DOPMAIIMOHHBIX CUCTEM U KaK UX KIaCCH(PHUIIUPOBATH?

Uro takoe pruck HHGOPMAITMOHHOM O€30MaCHOCTH U KaK OLEHUBATh PUCKU?

Kaxkne sTamsl BKIIIOYaeT IPOIece yIpaBieHNs pUCKaMy B HH(OPMAIMOHHO# 0e301MacHOCTH?

Kakwue Mepsl 110 3ammte HHPOPMAIMA MOKHO UCTIOIB30BaTh [ CHUKCHUS PUCKOB?

Uro Takoe NoiauTUKa HHGOPMAITMOHHOW 0€30MIACHOCTH U KaK €€ pa3padaThIiBaTh?

Kaxue ocHOBHBIE TPUHIIUIIBI U METOBI KPUIITOTpaQH UCTIOIB3YIOTCS IS 3aIUThl HHpOpMannun?
Uro Takoe ayreHTH()HKAIMS U KaKUE BUbI Ay TCHTH()HUKAIIMK CYIIECTBYIOT?

Kakue MeTo/1bl 3a1UThl HH(POPMALIMK OT CETEBBIX aTaK M KMOEPyrpo3 CyIIeCTBYIOT?

Uro takoe nepumeTp 6€30MacHOCTH U KaK ero 00eceunTh?

Kaxwne meprl o obecniedeHuio pu3ndeckoit 6€301macHOCTH HHPOPMAITHOHHBIX CHCTEM HUCTIONB3YIOTCS?
UTo Takoe MOHUTOPHUHT U ayAUT UHPOPMAIIMOHHON 0€30IIaCHOCTH U KaK UX IMPOBOAMUTH?

Kakue ocHOBHBIC 3Tambl BKIIOYAET MPOIECC IJIAHMPOBAHHUS M BOCCTAHOBJICHUS ITIOCIIC WHIIHJCHTOB
MH(POPMAITMOHHOM Oe30macHoCTH?

Kakue MeTo1bl 1 MHCTPYMEHTBI UCTIOJIB3YIOTCS JUIsl 00yUeHHMs TIEpCOHaa B 001acT HH(OPMAIUOHHOM
Oe3onacHocTH?

Uro Takoe coluaibHas MHKEHEPHS U KaK ee MpeIoTBpanarh?

Kakue mepsl o6ecrieunBaioT KOH(pHISHIHATFHOCTS HHpOpMann?

Kakue Mepbl 00eCeuuBaloT 11eJI0CTHOCTh HH(popMaIiu?

Kakue Mepbl 00ecrieunBaroT 10CTYTHOCTh HH(pOpManuu?

UTto Takoe 3ammTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA M KaK €€ Pean30BaTh?

Kakue HopMaTHBHO-TIPABOBBIC AKThl PETYJIMPYIOT HHPOPMAIIMOHHYO 0€3011aCHOCTh?

Uro takoe creraHorpadusi ¥ Kak OHa MPUMEHSIETCS JUIs CKPBITOH Iepeiaun nHpopMarmn?

Kakmne ocHOBHBIE TpeOOBaHUS TIPEABABISIOTCS K CHCTEMaM yIpaBieHHs WHGOPMAIMOHHON
6e301macHOCTHI0?

Kakue MeTo/pl 1 cpeicTBa 3alUThl HH(OPMALIMK IPUMEHSIOTCS B CUCTEMaX XPaHECHUs JaHHBIX ?

Uro Takoe AUCKPEIMOHHBIA M MaHJATHBIN KOHTPOJIb JOCTyTa K HHGOopMaIiu?

Kaxwne Mepsl 6€30acHOCTH IPUMEHSIIOTCS B CETAX Mepeavun JaHHBIX ?

Uro Takoe Oekar 1 Kak ero npoBOUTH?

Kakue metosel mudpoBanus nHGOPMAIUH CYIIESCTBYIOT U KaK BEIOPATh MOIXOSAIINNA METOA?

Kakue MeTonsl 1 HHCTPYMEHTHI UCTIONB3YIOTCS Ui OOHApPYKEHHUSI M MPEJOTBPAIlEH!s] BTOPKEHU B
WHPOPMAIOHHYIO CHCTEMY?

Kakwue ocobennocTu 6e3omacHoctu ceteid Wi-Fi MOKHO BBIICTUTH U Kak UX 00€CIeYnTh?

Uro Takoe BpeIOHOCHOE IPOTPaMMHOE 00eCIIeYeHNEe U KaK ero OOHAPYKUTh U yIAIHUTh?
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Kakue ocHOBHBIC H3Tambl BKIIOYAeT MPOIECC pPearupoBaHHs Ha HMHIUICHTH WHQOPMAIMOHHOM
Oe3onacHocTH?

Kakue MeTo/p1 ncciieIOBaHNsT KOMIBIOTEPHBIX MPECTYIUICHUH CYIIECTBYIOT?

UTo Takoe 3TUYSCKUI XaKUHT U KaK €ro IPUMEHSTh [Tl TOBBIIICHHUS 0€30MacHOCTH?

Kakue HHCTpYMEHTBI B METO/IbI UCTIONB3YIOTCS JUISl TPOBEACHUS aHAJIN3a PUCKOB B HH(GOPMAIIMOHHOM
Oe3omacHocTH?

UTto Takoe Gpu3HUeCKHid aHaINu3 0€30TaCHOCTH U KaK €ro MPOBOINUTH?

Kakne tpeboBaHUS TPEnbsIBISIOTCS K O0Opa0OTKE TIEpPCOHAJBHBIX JAHHBIX C TOYKH 3PEHHS
WHPOPMAIOHHOM 6e30MacHOCTH?

Uro Takoe mporpaMMHPOBAHNE C YIETOM O€30TIaCHOCTH U KaK €ro OCYIIECTBIIATH?

Kakne ocoberHOCTH 6€301MacHOCTH MMEIOT MOOUIILHBIE YCTPOHCTBA U KaK UX 3alIUTHTDH?

Kakue TpeGoBaHus MpeabsBIsSIOTCS K 0€30IaCHOCTH IEKTPOHHOM MOYTHI U KaK €€ 00eCcIeUnTh?

Uro Takoe CHCTEMBI YINpaBJIEHUS M KOHTPOJIA JOCTYIIOM W Kak MX 3aJeiCTBOBaTh IS
nH(pOpMaITMOHHOHN 0e30TacHOCTH?

Kakwue MeTopl conuanbHON HHXEHEPHUU MCIIONIb3YIOTCS JJIs aTaK Ha HH(OPMAIIMOHHBIE CUCTEMBbI M KaK
WX MPeIoTBpaniaTh?

Kaxkwe sTampl BKIIFOYaeT IpoIece aHaImu3a YSI3BUMOCTEH HHPOPMAITHOHHBIX CHCTEM?

Uro Takoe 3ammuTa oT DDoS-aTak 1 Kakve METOABI IPUMEHSIOTCS JUTS 3aIUTHI?

Kakue TpeboBaHus MpeabsBISIOTCS K 0€30MaCHOCTH Web-TIPUIIOKEHHH U KaK UX 00ecTieynTh?

Kaxwne Mepsl 6€30macHOCTH MOYKHO IPHUMEHHTD Ha dTare pa3paboTKH IPOrpaMMHOTO 00ecITeueHus ?
UTto Takoe MHITMACHT WH()OPMAITMOHHON OE€30ITaCHOCTH M KaK UM PEarupoBaTh?

Kakune TpeGoBanus MpeabsBIsSIOTCS K 0€30IIaCHOCTH B ONEPAlMOHHBIX CUCTEMaX M KaKHX METOJIOB
obecrnieueHus 0€30MaCHOCTH UCIIOIB30BaTh?



